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The remaining five cohorts of the Cyber Emergency Response course will run from January — October
2022, and a total of 150 participants have already self-enrolled for the course. Course participants
represent agencies and departments across the CCSF such as: Public Utilities Commission, Human
Services Agency, Dept. of Building Inspection, City Attorney’s Office, Elections Commission, Sherriff's
Office, Office of Housing and Community Development, Airport Commission, Port Authority, Dept. of

Human Resources, Dept. of Public Health, and more. m

DAY 1- CYBER DAY 2 - CYBER INCIDENT DAY 3 - EMERGENCY
EMERGENCY RESPONSE HANDLING METHODS & RESPONSE & INCIDENT
STRATEGY HANDLING APPLICATION
INTRODUCTIONS & DAY 1 REFRESH & LAB BRIEF DAY 2 REFRESH

CYBERCENTS OVERVIEW

: Activity 1: (30 mins.)
CATI Aptitude Assessment

o LUNCH LUNCH

/‘ Activity 2: (60 mins.)
« EMP: Business Impact
Analysis
o CP: Performing Network
Discovery Using Tools

BREAK BREAK

Activity 3: (60 mins.)
o« EMP: Cyber Response "Crawl"
| Walk-Through
o CP: Managing Devices,
Detection Tools, Protocols

DAY 1 RECAP DAY 2 RECAP

Example: Cyber Emergency Response course schedule

Originally published in By Light Synergy, Vol. 3, December 2021

Activity 4: (60 mins.)
After Action Review

Turn 1 - Scenario
Begins

LUNCH

Exercise Review &
Status
Turn 2 - Scenario

Continues

Post-Incident Review

COURSE RECAP &
SURVEY
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